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Integrity validation of XML Schema Documents (XSD)
Requirement
The XML Schema Documents (XSD) files relating to AvXML are published at http://schemas.wmo.int. 

ICAO requires that the integrity of the XSD files can be validated; e.g. to mitigate against corruption during download or other unanticipated alteration.

To support common tooling, the XSD files must be accessible using HTTP.

The XSD files themselves may not be altered (e.g. to include digital signatures) as this may not be compatible with common tooling. 

Proposal

The facility to validate the integrity of downloaded files has long been employed by software publishers.
To achieve this software publishers provide a complementary checksum (or message digest hash) alongside the software files which are available for download.

Example: Apache HTTPD Server download

The Apache Software Federation provides an exemplar of this approach. For a specific case, this Document refers to the HTTPD Server software; noting that this is just one of many software products that may have been chosen.

Figure 1 illustrates a section of the download page for version 2.4.6 of the Apache HTTPD Server software (http://httpd.apache.org/download.cgi#apache24).
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‘The Apache HTTP Server Project is pleased to announce the release of version 2.4 6 of the Apache HTTP Server (*Apache” and "htipd"). This version of Apache is our latest GA release of the
new generation 2.4 x branch of Apache HTTPD and represents fifteen years of innovation by the project, and is recommended over all previous releases!

For details see the Official Announcement and the CHANGES_2.4 and CHANGES_2.46 lists

- Unix Source: httpd-2 4 6 tar bz2 [ PGP ] [ MD5 ] [ SHA1 ]

Unix Source: hitpd-2 4.6 tar gz [ PGP ] [ MD5 ] [ SHA1 ]

NetWare Binary: httpd_2 4 6-netware-bin zip [ PGP ] [ MD5 ] [ SHA1]

Security and official patches
Other files





Figure 1: Download page for Apache HTTPD Server 2.4.6
The software is packaged into several resources: source (using tar.bz2 and tar.gz compression) and binary.
Each resource package is published with complementary message digest hashes: PGP, MD5 and SHA1.

Pretty Good Privacy (PGP)

Pretty Good Privacy (PGP) is a data encryption and decryption program that provides cryptographic privacy and authentication for data communication. 

PGP supports message authentication and integrity checking. The latter is used to detect whether a message has been altered since it was completed (the message integrity property) and the former to determine whether it was actually sent by the person or entity claimed to be the sender (a digital signature). 
The originator uses PGP to create a digital signature for the message with either the RSA or DSA algorithms using the originator's private key.
[image: image2.emf]-----BEGIN PGP SIGNATURE-----

Version: GnuPGv2.0.19 (Darwin) 

iQIVAwUAUeQm6jTqduZ5FIWoAQqDCw/6A09W8a6KU8gzcAHcidkqpCI3yfEJi4Z0 

Y1GXk5wF3t3Uq8CABz5lhcV1Y5oUpz+QS5CyTkKHgSprkVTXAZnX+0l/yEpVTnpy

wURhCLLxLpbkd3WslwVuXjnpWukH9fAvNm2OnfuR6S4LJ/FXRw01LyDd7bcGIF5+ 

tslUzgp+0dEeo7o1uBiNKJoUB3RbzOaRXREcYH4bzO/vg/SRO7XHNFOx+19Rd/MZ 

1vjdbqwpFAOcEhD1cLr/2YvS9yat1K8Iid/xnEoWJ1NBamc0VAA/kYf+jHRxEoij

OjWJhWCg1G5cz8LNmznJ2/gEc+D8a9hFJnra17UyTOcR4V/2CtcuGttcuqmpIfJB 

l19GtKsKaHFqcgrp4k92Q+TISilcJu2PuQLtpJ8WYi/l0NTMpbHHCv2IPyf7bZ2l 

s72OdUypSZVS+ZjFdeRw88fHmAEKlk05qBd7fAzMSSJ1oIOz6vEONW+itdVIjcfV 

QBGo3+V4aSUweQ0ij9wWzoago7khSl4vTL8ouGEpWHe6GzZ/4IJn8bGroqf04vuv 

TgG7/rSU4HtvCdIRZ47Ucz1TKiOmk4Zuwhos60hKPwQ8jM9B7fdEGt6i8k1bypK9 

LE81E7wubVrpRpUwkuCCMvOmKyf09nBKgJDdxJ0fJ+JLFJyQAcnSbQKH0e9NC2wX 

WlqMPFbdvcs= =Z5Cu 

-----END PGP SIGNATURE-----


Figure 2: PGP signature for httpd-2.4.6.tar.bz2
Figure 2 illustrates an example PGP signature computed for the httpd-2.4.6.tar.bz2 resource.

MD5

The MD5 message-digest algorithm is a widely used cryptographic hash function that produces a 128-bit (16-byte) hash value.

MD5 digests are widely used in the software world to provide some assurance that a transferred file has arrived intact; file servers often provide a pre-computed MD5 (known as Md5sum) checksum for the files, so that a user can compare the checksum of the downloaded file to it.
However, given that the MD5 algorithm is proven to be flawed, it is possible to create a second file with the same checksum, thus failing to protect against some forms of malicious tampering. 
Furthermore, the checksum cannot necessarily be trusted (for example, if it was obtained over the same channel as the downloaded file), in which case MD5 can only provide error-checking functionality: it will recognize a corrupt or incomplete download, which becomes more likely when downloading larger files.
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Figure 3: MD5 hash for httpd-2.4.6.tar.bz2
Figure 3 illustrates an example MD5 hash computed for the httpd-2.4.6.tar.bz2 resource.

SHA-1

SHA-1, a cryptographic hash function, produces a 160-bit (20-byte) hash value. A SHA-1 hash value is typically expressed as a hexadecimal number, 40 digits long.
SHA-1 provides a far superior hashing algorithm to MD5 and, as such, greatly reduces the risk of ‘collisions’ (e.g. the hashes resulting from two independent files being identical). 

As with MD5, the source of the SHA-1 hash cannot be verified: there is no embedded information about the originator. As such, it is possible for a malicious third party to replace both message / file and the hash together.
By way of example, note that the source control management system Git uses SHA-1 not for security but for ensuring that the data has not changed.
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Figure 4: SHA-1 hash for httpd-2.4.6.tar.bz2
Figure 4 illustrates an example SHA-1 hash computed for the httpd-2.4.6.tar.bz2 resource.
Pros and cons for message digest options

The advantage of MD5 is that software implementing the algorithm is widely available for many operating systems making it easy for an end user to validate the integrity of the associated file. However, the known flaws in the algorithm introduce the likelihood of ‘collisions’ – where the hashes of multiples files are identical. Finally, MD5 contains no information about the originator; therefore it is impossible to determine the authenticity of the MD5 hash. 
SHA-1 greatly reduces the likelihood of collisions. Software implementations of the algorithm are almost as widely available as those of MD5. However, the lack of embedded information about the originator means that the authenticity of the hash cannot be verified.

The main advantage of PGP is that the signature requires the originators private key to create – thus the originator of the signature can be easily verified. Whilst implementations of PGP are ubiquitous and freely available (e.g. open source), the need to publish public keys adds to the complexity of the solution.

Given the relative merits of each approach, the Apache Software Federation implements all three approaches in order to achieve the best of all worlds. The implementation cost of this approach is negligible.
Application to AvXML

In line with the approach of the Apache Software Federation, we recommend that complementary MD5 and SHA-1 hashes and a PGP signature are provided for each XSD file. 

MD5 and SHA-1 hashes, PGP signature and the associate XSD file shall all be published using HTTP at http://schemas.wmo.int.  

This approach will require WMO to obtain a key-pair. Whilst these can be self generated, we recommend obtaining a key-pair from a recognized agency (e.g. Verisign) in order to allow the authenticity of the key-pair to be asserted.

The represents a best practice approach that will be well understood by the technical community that seek to employ AvXML.
Recommended Text 

MD5 and SHA-1 hashes and a PGP signature will be provided for each XSD file, all of which shall be published using HTTP at http://schemas.wmo.int.  

WMO are advised to obtain a key-pair for use with PGP from a recognized agency (e.g. Verisign) in order to allow the authenticity of the key-pair to be asserted.
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