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Online Media Disseminate Public Warnings in CAP Format
Opportunity

1. Online media such as Google and ValueClick have begun helping disseminate certain public warnings published by alerting authorities in the Common Alerting Protocol (CAP) format. This development can be seen as an opportunity to greatly enhance the ability of alerting authorities to disseminate their official alerts and warnings to people when they are using the public Internet. 

2. The opportunity is described in a flyer [ 
 ] based on presentations in April 2013 at the CAP Implementation Workshop at WMO, and in May 2013 at the World Summit on the Information Society (WSIS) Forum at the International Telecommunication Union (ITU). Also in May, this approach was presented at the Network Advertising Initiative (NAI) annual summit in New York. According to NAI presenter Jason Bier of ValueClick, the reaction was very positive from the 55 companies present, including Apple, Facebook, Google, Microsoft, and Yahoo, among others.  

Relationship to WIS

3. According to paragraph 2.7.2 of the Manual on the WMO Information System (WIS) [ 
 ] WIS is required to support CAP:

WIS shall support the WMO virtual all-hazards network ensuring fast, secure and reliable exchange of alert and warning information, including ITU (International Telecommunication Union) Recommendation X.1303 (Common Alerting Protocol). Note: The virtual all-hazards network encompasses all of the technical and operational arrangements necessary for the timely handling and delivery of alert and warning information involving WMO.


The associated Guide to WIS (WMO-No. 1061) [ 
 ] also mentions WIS delivery of warnings: paragraph 5.4.4.2 notes "warnings must be current to within two minutes". 
4. Although CAP support is required, WMO lacks official guidance on how to support CAP. This paper notes some of the key technical and operational considerations for supporting CAP-enabled alerts and warnings. It concludes with suggestions for ET-WISC guidance, including guidance to WIS Centres on how to meet their CAP support requirement.
Role of the Commission on Basic Systems

5. Most if not all matters relevant to CAP from a WMO perspective should be addressed through existing mechanisms, as noted by Peiliang Shi at the 2013 CAP Implementation Workshop [ 
 ]. Primary among these is the WMO Commission on Basic Systems (CBS).  In response to requirements of all WMO Programmes and opportunities provided by technological developments, CBS addresses the development, implementation and operation of integrated systems for observing, data processing, data communication and data management, and the provision of public weather services.
6. Public warning uses of CAP by National Meteorological or Hydrological Services (NMHSs) is within the purview of the Public Weather Services (PWS) programme. CAP can also be used where there is no public warning, such as internal communications among hazard experts and/or the emergency management community. These uses of CAP could be coordinated through mechanisms such as the Global Data-Processing and Forecasting System (GDPFS), among others. The Global Framework for Climate Services (GFCS) could also leverage CAP insofar as global warning is expected to intensify weather-related hazard events. 
Optimizing the Content of CAP Messages

7. The EUMETSAT presentation at the 2013 CAP Implementation Workshop [ 
 ] noted: "The CAP standard caters for the representation of all types of alert messages and as such is open to some degree of flexibility and interpretation." For example, alerting authorities for seismic events typically include earthquake magnitude and depth in their alerts, and a common practice has emerged for expressing those parameters in CAP. In like manner, alerting authorities who deal with tsunami events and those who deal with tropical cyclone events are developing consensus about their CAP alerts as well. It is likely that other types of events of common interest among alerting authorities will also develop specific CAP optimizations. In those natural hazard areas pertinent to NMHSs (severe weather, floods, volcanoes, space weather, etc.), WMO should facilitate the necessary consensus-building for optimizing the use of CAP.

8. Other CAP content-related topics of interest to WMO are now under discussion in the Emergency Management Technical Committee (EM TC) of OASIS, the standards organization responsible for maintaining the CAP standard [ 
 ]. These include: how best to incorporate structured information defined elsewhere that provides useful additional detail in a CAP alert message; dealing with units information as part of the CAP parameter value; and, best practices guidance for urgency/severity/certainty settings. Also, the EM TC recently published guidance on CAP Elements Usage [ 
 ].  

Transmitting CAP Messages

9. There is a defined method for moving CAP messages (as XML) over the GTS, described at [ 
 ]. However, the proportion of CAP messages transmitted over the GTS is likely to remain small in comparison to CAP messages transmitted over the public Internet. 

10. The dominant method for disseminating CAP alert messages will be as CAP news feeds on the public Internet. The EM TC recently published guidance on CAP Feeds [ 
 ].
11. It is noted that EUMETSAT is also transmitting CAP messages via the GEONETCast Alert Channel [ 
 ].
Validating CAP Messages

12. For online media to disseminate all-hazards public warnings, it is only necessary that officially registered alerting authorities publish Internet news feeds with messages in the Common Alerting Protocol (CAP) standard format. However, CAP messages should be validated against the associated CAP Schema, provided in the specifications for CAP version 1.1 or version 1.2 [ 
 ]. CAP messages may also be checked against various CAP Profiles. The Google Public Alerts initiative [ 
 ] maintains a useful online validation facility for CAP messages and news feeds.

Aggregating CAP Messages

13. The aggregation of CAP alerts from Internet news feeds is a straightforward task from a technical perspective as it entails well-known subscription techniques for dealing with RSS and ATOM feeds. Of course, complications can arise with regard to the reliability/responsiveness of those feeds, and de-duplication across multiple feeds.
14. Assurance that alert sources are official is a crucial consideration for any organization aggregating, relaying, or otherwise re-publishing alert and warning information. In the WIS context, the international Register of Alerting Authorities [ 
 ] maintained by WMO and ITU provides the list of officially recognized alerting authorities.  

Identifying CAP Messages

15. In order to simplify de-duplication and to enhance the transparency of alerts from disparate alerting authorities, CAP alerts should include CAP alert message identifiers already assigned to all NMHSs and other officially registered alerting authorities. These CAP alert message identifiers are registered as part of the Object Identifier (OID) scheme maintained by the International Standards Organization (ISO) and the ITU. The specific use of OIDs in CAP is described in a WMO Public Weather Services (PWS) technical document [ 
 ], and is tied to the international Register of Alerting Authorities.

Searching CAP Messages

16. The WIS Discovery, Access and Retrieval (DAR) function is the primary interoperable, cross‑organization service spanning the diversity of WMO-relevant data and information products and services. Accordingly, the DAR interface should be used to search WIS collections of CAP alerts. For instance, this query retrieves CAP alerts sent after 1 June 2013 with an alerting area intersecting the specified rectangular area (Colorado, USA):


operation=searchRetrieve&version=1.1&recordSchema=XML&
query=(geo.bounds within/partial/nwse "41 -109 37 -102") 

and (creationDate >= "2013-06-01")

17. Most search criteria for CAP correspond to well-known bibliographic concepts that are already required for WIS DAR (e.g., sent / creationDate, area / bounds, description / abstract, headline / title, sender / author, category / keywords, identifier / identifier). DAR search criteria specific to CAP are needed for some other CAP elements (e.g., event, scope, urgency, severity, certainty). 

18. It may also be noted that a "selective dissemination" service of CAP alerts can be implemented by casting a set of DAR search results as a news feed itself.

Mapping CAP Messages

19. Because the vast majority of operational CAP alerts include an alerting area expressed as polygons and circles, mapping of CAP messages is fairly straightforward. There are special considerations for mapping alerting areas associated with events that move over time, such as weather systems. Such considerations are not peculiar to CAP, of course. 

20. In some cases, it may be desirable to cast a collection of CAP alerts as a geospatial "feature collection". This may entail "flattening" the CAP alerts, which can be a complex task depending on the degree to which the CAP alerts have deep structures (multiple contained and/or repeating sub-elements). 

Displaying CAP Messages

21. An active partnership is strongly advised when online media undertake to display CAP messages from official alerting authorities, especially in life-threatening situations. In addition to the precise text in each language for each kind of warning (tornado, flood, etc), various design aspects must be agreed such as fonts, colors, symbols, and logos. When the displayed warning is to override online advertising, a design is needed for each of the ad sizes and orientations used on different devices. For example, presentation designs developed by Value Click and the U.S. National Weather Service for advertising overrides can be viewed in the files referenced here [ 
 ] .
22. Consensus across NMHSs should be sought as to common colors, graphics, and symbols to distinguish among hazard types and to convey the relative importance of specific alerts. The WMO PWS provides some general guidance [ 
 ] in this regard.

Further Information about CAP

23. PWS maintains a website with information about CAP [ 
 ] and also maintains a standing offer to arrange a CAP Jump Start [ 
 ] on request.
24. PWS published Technical Document No. 1109/PWS-27, "Guidelines for Implementation of Common Alerting Protocol (CAP)-Enabled Emergency Alerting" [ 
 ]. 
25. A set of CAP training materials in English with the full narrative included in the Notes Pages of the presentations is being developed by PWS [ 
 ]. 

Recommended Text 

Under the topic of "WIS implementation solutions and applications", the ET-WISC meeting discussed the evolving role of online media in disseminating public all-hazard warnings. For instance, both Google and ValueClick have begun disseminating certain warnings published in the Common Alerting Protocol (CAP), as described in the flyer at http://www.wmo.int/pages/prog/amp/pwsp/documents/OnlineMediaCAP_Final.pdf . Although deployed now in only a few countries, the approach can be deployed by all online media and everywhere that Internet is used. It is only necessary that alerting authorities publish alerts in the CAP format and as Internet news feeds. 
This discussion surfaced the need for ET-WISC to issue specific guidance for WIS Centres about their CAP support requirement as an aspect of fast, secure and reliable exchange of alert and warning information. Accordingly, ET-WISC adopts the following guidance. 

ET-WISC Guidance on CAP Support
26. WIS needs to support WMO Members in implementing CAP as soon as possible in each of the WIS National Centres (NCs). Such implementation should encompass all hazard types within the purview of the NMHS and should eventually include all other alerting authorities registered by the WMO Member in the Register of Alerting Authorities. 
27. Each of the WIS Global Information System Centres (GISCs) shall maintain on its website links to the news feeds of CAP alerts for all NC's they support. Each of the WIS GISCs shall track and report to ET-WISC on CAP implementation progress for all NC's they support. Where NCs are supported via Data Collection or Production Centres (DCPCs), the DCPCs shall track and report  on CAP implementation progress of the NC's they support, and CAP implementation progress of the DCPC itself where appropriate.
28. ET-WISC shall report to CBS on the progress on implementation of CAP across all WMO Members, with particular attention to the least-developed countries where improved public warning is most needed.
29. In addition to supporting the WIS aspects of CAP use, ET-WISC shall support CBS and especially the Public Weather Services in advocating CAP usage across all areas of interest to WMO Members. In some cases, this includes climate services and internal communications among hazard experts and/or the emergency management community. WIS GISCs and DCPCs shall coordinate with PWS in identifying sources of CAP implementation training and technical support as needed by NCs and other WMO-related organizations interested in implementing CAP. The sources should include providers of WIS technology among others.

30. ET-WISC shall support CBS in facilitating consensus-building for optimizing the use of CAP across the range of natural hazard areas pertinent to NMHSs (severe weather, floods, volcanoes, space weather, etc.). This should include encouraging experts involved in WIS to consult on CAP technical matters with NMHSs and in various external fora. 
--------------------
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